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In July 2021, a collaborative civil society investigation called the ‘Pegasus Project’ triggered 

a series of revelations about instances of illegal spying carried out on journalists, lawyers, 

opposition figures and European heads of states by law enforcement agencies and other 

states. The present case study discusses state, corporate and civil society responses to the 

revelations and finds conflicting interests within governments and the tech industry over 

spyware regulation. This is the result of blind spots in digital governance as applied to the 

development, purchase, deployment, and oversight of commercially-developed, targeted 

spyware in Europe, which has paved the way for large-scale abuse. The case study 

concludes that security sector interests dominate the use of spyware. Governance in 

compliance with human rights would require a comprehensive reform effort on the side of 

governments to introduce effective accountability frameworks—for both the private and 

public sectors—for the trade and use of spyware. 
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1 Introduction 
In July 2021, a global collaborative investigative project involving 17 media 

organisations, alongside Amnesty International and Citizen Lab, revealed that the 

Israeli NSO Group’s Pegasus spyware was being used to illegally spy on journalists, 

politicians, human rights defenders, lawyers and other critical voices around the world. 

Amnesty International and Forbidden Stories further acquired a leak with 50,000 

phone numbers of possible Pegasus targets and following investigations confirmed 

that Pegasus had been used in Hungary, Poland, France, Spain and the UK (The 

Business and Human Rights Resource Centre, 2022). Among the targets were French 

President Emmanuel Macron and up to 15 ministers, Spanish Prime Minister Pedro 

Sánchez and Defence Minister Margarita Robles (Gijs, 2022), senior EU officials (Satter 

& Bing, 2022), president of the European Council Charles Michel (Matriche, 2021), 

representatives of Polish opposition groups (Bajak & Gera, 2021) Hungarian journalists 

(Bleyer-Simon, 2021), networks of the UK prime minister’s office (Deibert, 2022), as 

well as around 65 individuals affiliated with the Catalan pro-independence movement 

(Scott-Railton et al., 2022). 

 

Pegasus and similar tools have ostensibly been purchased by governments for the 

fight against terror and organised crime, but the revelations show that the software 

has also been used against political opponents, journalists and lawyers—violating 

human rights standards—and to undermine the European democratic order. These 

instances have made clear that Europe lacks effective regulation for the development 

and use of spyware such as Pegasus.  

 

This case study takes stock of how government, corporations and civil society have 

responded to the Pegasus revelations in Europe since July 2021, highlighting 

governance factors that contributed to the abuses including challenges around 

documenting the spyware, conflicting interests within governments, lack of regulation 

of the private surveillance industry and the need for a victim-centred approach. The 

study concludes with the identification of possible areas for policy change.  

 

2 Limited capacity to detect and document 
illegal spying  

The governance of spyware faces one fundamental obstacle: Spyware, like Pegasus, is 

designed to be used in secret. Identifying who has been targeted by whom requires a 

high degree of financial resources and technical sophistication. 

 

Pegasus can be remotely installed on a smartphone without a user's knowledge. NSO 

achieves this by exploiting unknown and thus unpatched flaws in the code - also known 

as “zero-click exploits” - or by using phishing techniques, making it hard, even for 

experts, to detect. Once installed Pegasus can take complete control of a device, 

including accessing messages from apps like WhatsApp, and turning on the camera 
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and microphone. However, the capabilities required to detect Pegasus are scarce (How 

does, 2021). Detecting spyware is also risky and often remains the prerogative of 

specialised security sector teams and companies since the necessary “hacking” is 

illegal in many jurisdictions and voids the warranty of the mobile device. 

 

In the Pegasus scandal, the technical researchers from the international civil society 

groups AmnestyTech and CitizenLab developed a methodology to detect and 

document   spyware infections on mobile devices (Amnesty International, 2021). Both 

groups have long been sounding the alarm over the abuse of spyware but only recently 

managed to attract wider attention in Europe. While some companies have the same 

technical capabilities as AmnestyTech and CitizenLab, corporate security analysts do 

not prioritise detecting and documenting spyware on the phones of journalists. 

Government-administered security agencies are clients of companies like NSO and 

have an interest in the tool remaining undetected and therefore do not put resources 

into detection capabilities. 

 

Tracing and documenting illegal spying are essential steps for accountability. 

However, the scarcity of available forensic capabilities globally limits the scope of how 

many devices can be examined. It is thus safe to assume that we are only seeing the 

tip of the iceberg.  

 
 

3 Ineffective oversight and limited 
accountability for Pegasus in Europe 

Following the Pegasus revelations in June 2021, most European governments provided 

short-lived responses, while parliaments, oversight bodies and civil society were more 

decisive in uncovering and addressing the factors contributing to illegal spying in 

Europe.  

 

One of the most vocal critics of the Pegasus revelations has been the European Data 

Protection Supervisor (EDPS) Wojciech Wiewiórowski. While the EDPS acknowledges 

that grave interference with human rights can be justified in the presence of serious 

threats to national security, they must be necessary, proportionate and prescribed by 

law (EDPS, 2022, p.7). EU member states undertake this balancing act in their national 

laws regulating ‘wiretapping’ or ‘government hacking’, by relying on judicial 

procedures and through oversight bodies, which helps to explain why security 

agencies in Spain (J. Jones, 2022), Poland (Poland, 2022), and Hungary (Top 

Hungarian, 2021), were quick to insist that they had always acted within the law.  

 

However, the EDPS’ assessment of Pegasus was damning: The “level of interference 

with the right to privacy is so severe that the individual is in fact deprived of it” and 

concluded that the “regular deployment of Pegasus or similar highly intrusive spyware 

technology would not be compatible with the EU legal order” (EDPS, 2022, p.8). The 
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EDPS ultimately aligned with civil society and called for a complete ban on the 

development and deployment of spyware with Pegasus-like capabilities in Europe 

(EDPS, 2022, p.9).  

 

Whether the threats to national security are indeed grave enough to justify the use of 

Pegasus as necessary and proportionate cannot be independently evaluated since the 

required information tends to be highly classified or has not been shared by any of the 

security agencies in Europe. The case has made it amply clear that existing legal 

frameworks and oversight institutions both on a national and a European level (such 

as the EDPS) are inadequate for governing - and limiting - the purchase and 

deployment of a software such as Pegasus, and preventing the infringement on 

fundamental rights that it entails. Since national security is the responsibilities of 

member states, the EU has limited authority here. However, as the case evolves, the 

distribution of competencies will require a critical discussion also considering the state 

of rule of law in different EU countries.  

 

So far, the European Commission has not opened an investigation referring to 

member state competencies on questions of national security (Nielsen, 2022). The 

European Parliament (EP) set up a dedicated committee on the ‘Use of Pegasus and 

equivalent surveillance spyware (PEGA)’ in March 2022 seeking to uncover the 

unlawful use of Pegasus and other spyware (European Parliament, 2022a). To date 

victims, researchers, journalists and representatives of Google, Apple, Meta and 

Microsoft have testified against the use of spyware (European Parliament, 2022b). 

NSO Group’s General Counsel and Chief Compliance Officer also stressed that better 

standards for the industry would be welcome (European Parliament, 2022c). PEGA 

also undertakes specific country visits to meet local representatives.  

 

3.1 Restrained responses by EU governments 

National governments are responsible for national security questions in the EU and are 

thus the competent authorities to address the abuse of Pegasus spyware. To date, 

responses have been somewhat restrained and political will seems to correspond with 

the state of the rule of law in the respective countries, for example with governments 

in Hungary and Poland denying any wrongdoing.  

 

In France, the use of Pegasus against journalists was attributed to Moroccan 

intelligence. A Paris prosecutor opened a probe in July 2021 following a complaint1 that 

 
 
1 RSF lawyers drafted the complaint based on invasion of privacy (article 216-1 of the 
French penal code), violation of the secrecy of correspondence (article 226-15), 
fraudulent collection of personal data (article 226- 18), fraudulent data introduction and 
extraction and access to automated data systems (articles 323-1, 3, 462-2), and undue 
interference with the freedom of expression and breach of the confidentiality of sources 
(article 431-1). 
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two French Moroccan journalists filed with the support of Reporters Without Borders 

(RSF), calling for the identification of the responsible party (Reporters without 

Borders, 2021). The French government convened an exceptional defence council 

however all information from the council remains classified. Morocco denied all 

allegations and pursued to file a defamation lawsuit against Amnesty International 

and Forbidden Stories (Project Pegasus, 2021). 

 

In Spain, where the Prime Minister and individuals of the Catalan independence 

movement were targeted, the government pledged to convene a parliamentary 

oversight commission with access to classified information and stated that the 

security services will conduct an internal investigation. The Spanish Ombudsman also 

stated that it would investigate the government's alleged abuse of Pegasus (J. Jones, 

2022). Shortly thereafter, the Spanish government fired the chief of intelligence (S. 

Jones, 2022). CitizenLab also informed the UK that it detected Pegasus on 

government networks close to Boris Johnson's office, allegedly linked to UAE 

controlled servers (Deibert, 2022).  

 

The Polish government admitted to the use of Pegasus following weeks of denial in 

January 2022. The Polish senate, currently held by the opposition with a small margin, 

opened an investigation into the surveillance of political groups critical of the 

government with the ruling party ‘PiS’ actively opposing the inquiry. PiS also blocked 

a wider-reaching parliamentary inquiry in the lower house (Gera, 2022). Following the 

hearings, lawmakers announced their intention to draft a law regulating spyware 

(Walker, 2022). However, chances for success are slim given the fact that the Polish 

government flat out refused to cooperate with the PEGA committee on its visit to 

Poland and declined an invite to meet (van Sant, 2022). In Hungary, the investigating 

prosecutor dropped the case entirely, concluding that no harm was caused, and no 

crime was committed. The data protection authority did not identify violations 

regarding the use of Pegasus either (Hungarian, 2022) - a stark contrast to the 

assessment of the EPDS. 

 

Reportedly, Germany’s federal criminal police also bought Pegasus to fight terrorism 

and organised crime despite legal advice clarifying that the tool is not in line with 

German privacy law (German police, 2021). Despite specific parliamentary requests 

and a new government critical of surveillance practices, the responsible Ministry of 

Interior refuses to provide information whether Pegasus was used by German security 

agencies or not, citing security sector priorities and a corresponding need for secrecy 

(Meister, 2022). Even less information is available about the alleged purchase and use 

of Pegasus by Belgium’s federal police (Klingert, 2022) and the Dutch intelligence 

services (Stuart Leeson, 2022). 

 

A related spyware scandal in Greece unfolded from April to August 2022 and only after 

the opposition leader was targeted with ‘Predator’, a spying tool similar to Pegasus. 

Earlier calls for accountability by affected journalists had only led the government to 
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change the law in order to keep sensitive information about spying under wraps 

(Tsimitakis, 2022). Intellexa, a company that markets predator spyware is registered 

in Greece and allegedly has links to the government (Telloglou & Triantafillou, 2022). 

Nevertheless, Prime Minister Mitsotakis denied any wrongdoing and initially 

attributed the spying to private individuals. However, under continued pressure the 

head of Greece’s national intelligence service and the government’s secretary general 

were eventually removed from their positions (Tsimitakis, 2022). A parliamentary 

inquiry set up to investigate the scandal actively blocked testimonies of those directly 

involved with Predator including the CEO of Intellexa. The EP’s PEGA committee is 

scheduled to travel to Greece in November 2022 (Mandilara, 2022).  

 

Greece’s use of ‘predator’ spyware further exemplifies that policy responses to 

spyware use in Europe need to be systemic in nature and cannot be focused on a single 

tool, such as Pegasus.  

 

3.2 The foreign policy dimension of spyware trade 

NSO Group, alongside many other spyware vendors, is based outside the EU which 

makes it even more difficult to access information about its clients or regulate the 

company. The Israeli Ministry of Defence grants export licenses to NSO Group and civil 

society attempts to challenge the licenses in court have failed (Amnesty International, 

2022). At the same time, European governments prioritise good relations with Israel 

over transparency of the industry and accountability for abuses carried out with Israeli-

made spyware.  

 

Similarly, it appears that there have been no consequences to the relations between 

Morocco and France or the UAE and the UK following allegations of spying on France’s 

President Emmanuel Macron and the hacking of networks in Downing Street 

respectively. On the contrary, the Moroccan government filed a defamation lawsuit 

against Amnesty International and Forbidden Stories with the Paris criminal court 

(Pegasus Affair, 2022).  

 

In January 2022, the Ministry of Foreign Affairs of Finland stated that following an 

internal investigation it had detected that Pegasus was used against its diplomats 

abroad (Finnish Diplomats, 2022), demonstrating the risk Pegasus-like spyware poses 

to diplomatic protocol and the integrity of diplomatic communication. 

 

4 Lack of transparency and oversight in the 
global surveillance industry  

A growing number of private spyware firms develop and sell sophisticated surveillance 

technologies to law enforcement agencies in the EU in response to the increased 

adoption of more secure end-to-end encrypted communications. The development, 
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trade and use of spyware is extremely untransparent and lacks meaningful regulation 

or public scrutiny (Pollet, 2022).   

 

Due to the continuous pressure of global civil society coalitions, NSO Group has 

started to provide a few insights into the industry and its practices, while suggesting 

that other actors are likely to have even lower levels of transparency (NSO Group, 

2021, p.8).  

 

In its first ‘Transparency and Responsibility’ report published 30 June 2021, NSO 

reacted to some allegations, stressing Pegasus’ crucial role in preventing and solving 

grave crimes and a strong commitment to human rights standards. It also reiterates 

that Pegasus is only licensed to vetted, legitimate state intelligence and law 

enforcement agencies via human rights due diligence procedures that are not 

operated by NSO. Misuse should lead to termination of the license (NSO Group, 2021, 

p.7-9). Responding to civil society concerns, one of NSO’s investors Novalpina Capital 

echoed NSO’s position. It also expressed full trust in NSO’s procedures (Amnesty 

International, 2019).  

 
Tellingly, however, both parties take no issue with the fact that Pegasus violates 

human rights by design, that conducting due diligence of EU clients is entirely at the 

discretion of the vendor and that there is a lack of mechanisms to independently assess 

NSO’s practices and Pegasus’ actual performance. Currently, it is impossible to assess 

whether established due diligence measures are adequate and whether Pegasus is a 

decisive factor in addressing serious crimes. During the European Parliament’s PEGA 

committee hearings in June 2021, NSO clarified that at least 5 European countries still 

used Pegasus while one contract had been terminated (Roussi, 2022) –a larger number 

of EU states using Pegasus than initially confirmed. The hearing also showed that 

lawmakers still struggle to understand how NSO Group operates due to opaque 

corporate structures (Manancourt, 2022).  

 

Only following the hearings and the EP’s committee visit to Israel in July 2022, 

European parliamentarians and the public learned that overall, 14 EU member states 

bought Pegasus. At the time of writing, 12 of 14 states were using 15 Pegasus systems 

and two contracts had been terminated. Aside from the publicly known cases, it 

remains unclear which other European states are NSO’s clients and whether the list of 

14 is complete (Biselli, 2022).  

 

Against the backdrop of documented abuses, misleading or incomplete information 

sharing by NSO and the limited sources to obtain reliable information, it is hardly 

surprising that civil society and some US-based companies remain united in their call 

against the spyware industry. Meta took NSO to court already in 2019 and continues 

further efforts to ban surveillance-for-hire actors from its platform (Agranovich, 2021). 

Apple, whose products were compromised by NSO, forbids unauthorised access in its 

Software License Agreement (Apple, 2022a, p.5). Apple filed a lawsuit against NSO in 
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the US and announced a 10 million dollar contribution to support advocates and 

researchers (Apple, 2021). Moreover, Apple presented industry-wide, unprecedented, 

technical countermeasures, rolling out a new “Lockdown Mode” for high-risk iPhone 

users. The lockdown mode drastically reduces the threat surface – put simply: the 

amount of code that can be attacked - by disabling a wide array of functions with 

potentially vulnerable software such as message attachments, wired connections and 

web browsing (Apple, 2022b).  

 

While the US government has sanctioned NSO, we have yet to see industry wide 

measures and efforts to hold NSO to account in Europe (Lyngaas, 2021). Existing state 

and EU level laws pertaining to supply chains, due diligence and export control have 

not managed to bring greater transparency and accountability into the industry, 

leaving it to companies and civil society to use the mechanisms at their disposal, as for 

example legal action or public pressure. However, regulating the surveillance industry 

can only be effective if lawmakers and companies step up decisively and consider the 

wider ecosystem of technical enablers, including the buying and selling of zero-click 

exploits, in their regulatory efforts.   

 

4.1 Zero-click exploits and responsible disclosure standards 

Spyware, like Pegasus, that can be installed remotely without any action by the target 

often relies on zero-click exploits to gain access to the device. These vulnerabilities are 

usually found by hackers and security researchers in the source code of a device and 

get fixed once the vendors of the software become aware of them. Exploits are thus 

short lived and hard to come by. Law enforcement agencies and private surveillance 

companies have a vested interest in keeping them secret as long as possible since they 

actively buy vulnerabilities from hacking communities and exploit them to gain access 

to a suspect’s device (How does Pegasus, 2021). 

Companies like Google and Meta, whose products are being hacked, offer competitive 

bug bounty programs with the goal to incentivise hackers, security researchers and 

penetration testers to report vulnerabilities directly to them (Das, 2022). In the case of 

Pegasus, however, Apple was not aware of the iOS exploit and Google’s security 

analysts later stated “...this to be one of the most technically sophisticated exploits 

we've ever seen…” (Beer & Groß, 2021). With the launch of the new “Lockdown Mode”, 

Apple added a new category to its bug bounty program rewarding up to 2 million 

dollars to researchers that find vulnerabilities in “Lockdown mode” (Apple, 2022b). 

Creating incentives for researchers to focus on a reduced threat surface may well 

enable Apple to better secure the iPhones of high-risk users. 

This is an area where governments have so far been punching under their weight. To 

date, government policies enabling the safe identification and disclosure of 

vulnerabilities have not caught up with industry standards and security needs, with 

only few European countries having disclosure policies implemented (ENISA, 2022). 

During the EP hearing, company representatives actively called on EU lawmakers to 
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create a legal environment that enables companies to address the issue (Pollet, 2022). 

Interests of civil society and technical experts tend to overlap, arguing that not 

regulating the identification and trade of zero-click exploits poses a severe risk to 

privacy and related rights and has the potential to harm critical public infrastructure. 

The recently published draft proposal of the Cyber Resilience Act includes EU-wide 

requirements for vulnerability disclosure processes, which – if implemented without 

exceptions for law enforcement and clear legal security for researchers – will be an 

important step in the right direction (European Commission, 2022).   

 

5 Inadequate remedies for victims  
Another area that merits increased attention from the side of policy makers is the 

expansion of the possibilities for the victims of spyware to seek redress both from their 

government as well as from the producers of spyware itself. EU and member states do 

not have victim-centred mechanisms in place to assist or compensate victims in 

mitigating the negative impact of unlawful surveillance. Despite strong privacy 

provisions in European legislation, victims also have no way to find out what 

information was collected about them and for what purpose, who has access to the 

information and how it can be deleted. At the time of writing, legal proceedings to hold 

the responsible party to account for unlawful spying were underway in France. 

Reporters Without Borders also formally referred 17 victims to four UN special 

rapporteurs (Reporters without borders, 2021).  

 

Civil society organisations like Amnesty International, Citizen Lab, Access Now, 

Amnesty International, Reporters without Borders and many others are pushing for 

systematic reforms and have assisted victims to navigate options to seek redress for 

the abuses, improve their digital security, receive phone examinations and legal 

remedy and access international mechanisms, for example at the UN level.  

 
 

6 Conclusion 
Since the publication of the Pegasus project in July 2021, targeted spyware has 

received lots of attention by media, civil society, companies, and parliaments. Yet, 

little has been done by governments and law enforcement agencies to address the 

underlying issues and bring about systemic change. Parliamentarians and oversight 

institutions like the EPDS alongside companies like Meta, Apple, Microsoft and Google 

are questioning security sector priorities, attributing the growing demand for 

commercial spyware to government agencies and seeking stronger regulations and 

oversight for both law enforcement and spyware developers. The absence of political 

will for an overarching reform effort demonstrates that governance of Pegasus and 

similar tools is still exclusively under the purview of security agencies and follows 
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“national security interests” as defined by security sector actors. A continued hands-

off approach towards the trade of zero-click exploits and the private surveillance 

industry further illustrates that stance.  

 

Civil society actors have taken on the function as public watchdog and had a decisive 

impact on identifying abuses, making their impact visible, mobilising public opinion 

and mounting pressure, specifically on NSO.  Companies like Meta, Microsoft and 

Google, usually criticised by civil society, found their demands for stronger state 

regulations aligned with rights-protecting groups. Ongoing parliamentary inquiries 

and civil society investigations have constraint mandates and authority to address the 

security sector dimension, and rely, for example, on parliamentary hearings for 

information. The case shows clear limitations in activism to trigger systemic reform—

even when aligned with big tech companies—vis-a-vis security sector norms and 

actors.  

 

While EU governments cannot regulate surveillance companies outside of EU 

jurisdiction, political will can bring change to the trade and use of spyware within 

Europe. For governments these could include effective import/export control regimes 

for spyware overseen by an independent entity, strict rules defining government 

procurement of spyware that include transparency, oversight and limits on what can 

be purchased and from whom based on human rights considerations or outright bans 

for tools that are not in line with European fundamental rights by design. Governments 

can also create legal security for security researchers identifying breaching and 

vulnerabilities. To address the foreign policy dimension, governments could apply 

targeted sanctions for spyware companies with existing records of abuse as well as 

investors benefiting from the abuses.  

 

Opportunities to step up corporate responsibility efforts can, for example, include 

restrictions on investments in spyware companies and proactive divestment of already 

invested capital. Developers can integrate safety features in the design that can be 

controlled by oversight institutions and platforms, and infrastructure providers can 

ban spyware from their platforms. Liability can be increased for technical enablers 

facilitating the supply chains of spyware. Finally, companies can set up robust and 

competitive vulnerability disclosure regimes designed to drastically reduce the 

availability of zero-click exploits on the black market. 

 

However, in the absence of political will, the possibility for redress depends on legal 

action taken by affected parties, resulting in a protracted case-by-case approach to the 

issue. Successes of individual complaints are entirely reliant on the independence of 

courts (as seen in Hungary), require considerable resources, robust evidence and long-

term commitment. Abuses can continue until a final court decision is reached that 

goes beyond individual compensation of victims and requires law makers to act. 

Hence, individualised accountability approaches can also work as a stalling tactic, 

benefiting those in favour of the status quo. Whether ongoing litigation efforts will be 
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successful or will contribute to systemic change in the governance of spyware in 

Europe remains to be seen. Companies and civil society should continue to pressure 

governments and further focus on assessing the impact of spyware on public trust in 

institutions and the integrity of democratic processes, as well as mental health effects 

on affected communities. Most importantly, advocates should continue to make the 

impact of spyware more tangible and less abstract in order to harness democracy’s 

most important accountability mechanism: voters. 
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